Chapter V

Some Social Issues

Colin Cherry, the eminent British engi-
neer, has said that a society is a group of
people in communication.” Hence the
kinds and quantities of communications
available to a society strongly influence
its nature. The ability to transmit un-
precedented masses of information
across Canada, coupled with the ability
to store, manipulate and process this
information, is therefore of some social
significance.

We could define information as data
which is relatively difficult for a given
person to access and use. Conversely,
data which has been absorbed into a
person’s inner mental world could be
called knowledge possessed by that per-
son. Thus the contents of an unread
book on your bookshelf is information
available to you, but those contents
become part of your stock of knowledge
after you have read, studied and in-
wardly digested the book.

In the light of this distinction, com-
puterized data banks assume new sig-
nificance. Data which has been stored in
a carefully structured way in a com-
puter, and for which effective retrieval
programs have been written, occupies a
middle ground between information
and knowledge. It is certainly not as
accessible or “personal” as knowledge
(computer science has yet to develop
sufficiently good man-machine inter-
faces!), but it can be far more accessible
and usable than data stored in a book. If
we make such data available to large
numbers of Canadians by a computer
communications network, we will make
a radical change in the mental resources
of our society.

These concepts are somewhat abstract,
but it is difficult for laymen to make
more concrete observations. The exam-
ples given in this report - the design
engineer in Regina working up a project
bid, the medical personnel in North Bay

drawing on a nationwide array of serv-
ices — are examples of these themes. Pri-
vacy and security of information must
rank as the most important specific is-
sues of a social nature, and indeed are
topics of concern even today. However,
the effects of networks on such things as
the concentration of people in urban
areas, the sense of loneliness or commu-
nity felt by individuals, and even the
political process - these are all unan-
swered questions. We urge competent
bodies to seek answers to these ques-
tions, as their answers will determine
much of our common future.

Finally, because of the pervasive in-
fluence of computers on social and cul-
tural affairs, on national unity and on
our sense of national identity, we feel
that Canadians must be able to control
fully the development of computer com-
munications networks in Canada.




Chapter VI

Technical Issues

We do in fact have a “data communica-
tions” network today - the switched
voice (telephone) network is being used
to connect terminals to computers. How-
ever, the Trans-Canada Telephone Sys-
tem’s switched voice network was not
designed to do this job, and so:

a) Error rates are too high (according
to one Canadian company, one error
occurs for every 10’ bits of data sent, but
a rate of one error for every 10° bits sent
is needed™*).

b) The service is expensive compared
with the service offered to U.S. competi-
tors of Canadian firms.*? Worse yet,
the American Telephone and Telegraph
Company (AT&T) has announced a new
network devoted to computer communi-
cations which will span some 60 U.S.
cities by 1974 and offer costs one-half
the current U.S. ones. The cost reduction
is made possible by digital transmission,
according to AT&T."?

¢) The service is inflexible (a much
wider range of data rates is urgently
needed, as well as more modern and
inexpensive interfacing equipment™>).

d) The service is fundamentally un-
suited to short-message traffic which
invokes fast responses, such as data
bank inquiries and conversational pro-
gramming (calls take too long to place,
by a factor of 10-100).

¢e) The use of the voice network for
this additional service will eventually
harm voice service, as data transmission
violates key assumptions under which

*The user can be provided with low crror rates
in cither of two ways. High-quality or *“gold-
plated” lines can be installed, at great cost and
inconvenicnee. Alternately, we can provide some
means for detecting crrors and correcting them
without the uscr’s knowledge. The switchers of the
ARPA nctwork, for example, storc cach message as
it is received. When complete, the message is
checked and-if errors are detected the switcher asks
for retransmission. This process continues, un-
known to the customers, until the message is cor-
rectly received. This technique has allowed the
ARPA nctwork to use relatively noisy, low-quality
lines and yet provide nearly error-free service.
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the voice network was designed and
built. Specifically, the design of the voice
network assumes that calls last for an
average time of about three minutes,
and that the average usage of telephones
is very low. However, telephones used to
transmit data are often in use forty
hours per week and the calls placed may
last several hours.

However, the switched voice network
exists, it represents a very large invest-
ment, and many parts of it are usable
for computer communications. There-
fore we must learn how to integrate it
with new hardware and technologies, in
order to create a TCCN in an orderly,
rational manner.

Seme Necessary Technical Innovations
a) Digital Transmission

- Almost all of today’s telecommunica-
tion facilities transmit analogue signals
rather than streams of digital pulses, in
part because the human voice is a “natu-
rally” analogue signal, and in part
because digital facilities were impracti-
cal in the past.

- Digital transmissionf is now fea-
sible, and offers economy, flexibility (a
wide range of data rates and flexible
interfacing are possible), the ability to
send computer data - which is of course
digital in nature - without transforma-
tion (encoding), vastly improved control
of errors, and the ability to send voice,
video and facsimile signals after encod-
ing.

-~ Digital transmission hardware is
available now for microwave radio links
and wire-pairs, and will be available in a
few years for coaxial cable links.

- The Trans-Canada Telephone Sys-
tem is slowly converting the voice net-
work to all-digital transmission for these
reasons, but this task is not expected to
be completed for many years.

fAlso known in the jargon of tcleccommunica-
tions as “end-to-end regencrative pulse transmis-
sion”, because of the usc of pulse regencrators at
regular intervals. These are used to create a perfect,
noisc-free pulse for transmission onwards from a
misshapen, noise-ridden pulse received by the re-
generator.,




b) Packet switching
Packet switching is an alternative basic
principle to circuit switching.

Circuit switching is the basic principle
of the voice network. When A calls B, a
“pair of wires” or circuit is set up
between them and is dedicated to the
call until it is finished. Circuit switching
is a good principle for the transmission
of voices, video and possibly of large
data files.

However, much of today’s computer
communications traffic consists of short
messages invoking rapid responses.
These are called transactions. Circuit
switching, based on today’s relatively
slow circuit-switching machines, is quite
inadequate for this important kind of
traffic - a better principle is packet
switching.

Under packet switching, A simply
makes up a short message or “packet”
of information, attaches a note saying
“send this to B” and sends it off. The
network reads the note and forwards
the packet by the best possible route. As
no dedicated circuit is set up, equipment
may be utilized more fully and the
transmission delay is greatly reduced.
The user may send packets at any con-
venient rate up to the limits imposed by
switchers and telecommunications links,
and a link failure can be smoothly han-
dled by simply choosing a new route.
Also, operating costs are dominated by
the quantity of information sent rather
than by time or distance. None of these
advantages is offered by a circuit-
switched service. Because of these tech-
nical facts of life, the British Post Of-
fice’s planned computer communica-
tions network will probably offer both
types of service. The ARPA network uses
packet switching exclusively.

Things to be Done

We have seen that industries using com-
puter communications facilities are
growing explosively; that the existing
voice network is inadequate and expen-
sive for this service and will become
relatively more so; and that the new

technology needed for a TceN is availa-
ble. Hence immediate action is required.
However, “immediate action” does nor
mean “start building a TccN”, because
although  computer communications
networks have been built, they may not
be well-suited to Canadian needs. Thus
the following steps should be under-
taken:

a) Forecast the types and volumes of
network traffic for Canada.

b) Explore the trade-offs between cir-
cuit-switched and packet-switched serv-
ices.

c) Using the results of steps a) and b)
plus constraints dictated by our geogra-
phy, existing telecommunications facili-
ties, transmission economics, privacy
and security needs, and available and
forecast technology, produce trial net-
work designs.

d) Evaluate these designs extensively,
with the help of computer simulations.
Particular attention should be paid to a
very careful and thorough evaluation of
economic and financial costs and long-
range benefits. Identify “gaps in tech-
nology”.

e) Issue development contracts aimed
at closing the gaps.

f) Freeze the design for a prototype
network.

g) Build and evaluate the prototype
network, again paying special attention
to economic and financial costs and ben-
efits.

h) Start construction of TCCN.

To meet the expected demands, this
program should be completed within
five years. An agency will be needed to
manage the program and fund the con-
tracts.




Chapter VII

Policy Options for the
Computer Utility

In this chapter our view is widened to
include both computer communications
networks and the attached service com-
plexes* - the total computer utility. Our
purpose is to examine the policy options
for ownership and organization of the
entire computer utility.

A Policy Tree

We have examined the options with the
aid of a mathematical entity called a
tree. Beginning at the tree’s root node
(Figure VIL1), either a policy of some
sort is needed or it is not.

Figure VIL1

ROGT NODE

NO POLICY POLICY

(1,1) (1,2)

Hence we get two new nodes which
are labelled (I,1) and (1,2). We feel that
a National Policy is essential — our ar-
guments are given in Chapter VIII - so
we go to node (1,2), as shown by the
arrow. (Unlike the garden-variety or
botanical tree, a policy tree grows down-
ward from its root node!)

Next, we consider the ownership of
the entire utility - should it be single or
divided? Our view is that a single orga-
nization which owned the computer
communications network and all of the
attached service complexes (including
data banks and processing facilities)

*A service complex is the thing which we attach
to a network in order to offer a computer service
(see page 14). It consists of hardware, software
and data files, the whole being carefully tailored to
supply an efficient computer service.
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would be too powerful - it might even-
tually come to control government and
not vice versa. Hence we develop the
tree as shown in Figure VII.2 and go to
node (2,2).F

Given a divided form of organization
for the computer utility, we may choose

a) a single, nationwide computer
communications network of uniform
design; or

b) a system of many interconnected
subnetworks, each tailored to its en-
vironment but able to communicate
with the others.

This choice is represented in Figure
VIL3.

Due to our federal political system
and our widely different regional needs,
we feel that a single, monolithic net-
work of uniform design would be im-
practical. Hence to node (3,2). However,
this choice makes desirable:

a) a national spinal computer commu-
nications network to tie the subnetworks
together; and

b) provision of regulatory and operat-
ing functions to operate the national
spine, and to ensure technical compat-
ability of the subnetworks with the Na-
tional Spine and with each other.

This is illustrated in Figure VIL.4.

We now deal with questions of
ownership of the National Spine and of
the attached service complexes. Compe-
tition is highly desirable in any business
enterprise, but for the National Spine:

a) Nationwide coverage and compat-
ability are vital.

b) The cost of entry into the “network
business” is very high.

¢) Unit costs decrease with size, due to
the economics of trunking and switch-
ing.

Hence the National Spine is well
suited to ownership by a single organi-
zation. Many bodies could participate in
this organization. However, in order to

{Note that the branches of the tree are not being
developed uniformly. Those that represent unde-
sirable options are abandoned or “pruned”. Also
note that the policy decisions represented by a
given node can be read off by following the path
from the root to that node.
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Figure VIL.2

ROOT NODE
NO POLICY POLICY
(1,1) (1,2)
SINGLE UTILITY DIVIDED UTILITY
OWNERSHIP OWNERSHIP

(2.,1) c’// ‘>‘- (2,2)

Figure VIL3

(1,2)

SINGLE UTILITY DIVIDED UTILITY
OWNERSHIP OWNERSHIP

(2,1) (2,2)

MULTIPLE
SINGLE COMPUTER SUBNETWORKS WITH
COMMUNICATIONS INTERCONNECTION
NETWORK BY NATIONAL SPINE

(3,1 .// )1. (3,2)
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Figure VIL4A - The Single Computer Network Option
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achieve maximurmn benefit to the people
of Canada, it will be necessary to re-
strict the free play of market forces. For
example, it may be necessary for the
federal government to hold a majority
interest in this owning organization, or
otherwise influence its operations and
planning. This approach, whereby a sin-
gle Network Organization owns the
National Spine but many groups are
allowed to participate in the control of
the owning organization, is referred to
as integrated ownership.

For the attached service complexes:

a) Nationwide access is assured if a
complex is attached to the network sys-
tem.

b) The cost of entry into the computer
service business is relatively small.

c) Owing to the continuous flow of
new technology, competition is vital for
the computer service industry. Hence
the attached service complexes are well
suited to multiple ownership. We there-
fore hold that any organization, public
or private, should be permitted to own
service complexes and attach them to
the computer communications network.

However, one proviso must be added.
Consider an organization which is a
part-owner of the Network Organi-
zation. If such an organization also
owned a subsidiary which sold services
via the network, then the subsidiary
could receive:

a) early netice of new network facili-
ties;

b) preferred treatment in gaining ac-
cess to the network system (earlier deliv-
ery of lines, multiplexers and so forth);

c) better co-operation in clearing up
network faults and the other problems
which bedevil any computing facility
using telecommunications; and

d) favoured treatment through subtle

biases in network design which fa-
voured the subsidiary’s equipment and
service offerings.

All of these unfair practices would be
extremely difficult to detect or prove.
Hence we suggest separate ownership of
the network system and of those at-

tached service complexes which sell
services via the network. However, this
decision would not prohibit a network
owner from attaching service com-
plexes, whose services were not sold but
were for his own exclusive use. These
policy decisions are expressed in Figure
VILS5, where we choose nodes (4,2), (5,1)
and (6,1).

Other Policy Options

Here we discuss some items which do
not fit the tree format well. The first
option has to do with customs tariffs,
whose present patchwork structure is
irrational from the point of view of the
computer service industry. Moreover,
tariffs on computer hardware invariably
place the Canadian computer service
industry at a disadvantage with respect
to the US. computer service indus-
try*** The tariff structure should
therefore be re-examined with a view to
encouraging the Canadian computer
service industry. At the same time, the
need to foster the development of a
Canadian hardware and software indus-
try must be kept firmly in mind. (The
Council hopes to identify promising ar-
eas of specialization for a Canadian
hardware and software industry in
Phase II of its Computer Study.)

A related issue is the question of
dumping. Canadian service bureaux are
vulnerable to the dumping of excess
computer capacity from abroad. Hence
anti-dumping measures are needed.*

Finally, we wish to comment on the
current costs of data communications in
Canada. Briefly, they are much too high.
They are high when compared with U.S.
charges for similar facilities’’***, and
this trend will be accentuated when U.S.

*An example of a potential dumping situation
appears in an announcement of the extension of
Control Data Corporation’s U.S. Cybernet Com-
puter Services network to Calgary, and of plans for
eventual extension across Canada. The following
statement was made: “A point which will be of
interest to users is the question of line costs when
Cybernet Calgary is linked to Palo Alto, Califor-
nia. A user in Calgary, though, is in the same
position as if he were in Palo Alto. He receives the
same billing rate for total costs.”
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Figure VIL.S

(2,2)
MULTIPLE
SINGLE COMPUTER SUBNETWORKS WITH
COMMUNICATIONS INTERCONNECTION
NETWORK BY NATIONAL SPINE

(3,1)/ (3,2)

MULTIPLE OWNERSHIP INTEGRATED OWNERSHIP
OF NATIONAL SPINE OF NATIONAL SPINE

(4’1)/ (4,2)

MULTIPLE OWNERSHIP SINGLE OWNERSHIP
OF ATTACHED OF ALL ATTACHED
SERVICE COMPLEXES SERVICE COMPLEXES
(5,1) Ne(5,2)
SEPARATE OWNERSHIP OF AVERLAPPED OWNERSHIP OF
NETWORK AND OF ATTACHED METWORK AND OF ATTACHED
SERVICE COMPLEXES SERVICE COMPLEXES

o oo
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digital networks for computer commu-
nications begin operation.* They are
also too high when the economic feasi-
bility of many exciting and useful new
services is studied. Indeed, the ultimate
success of the Trans-Canada Computer
Communications Network will depend
on its offering sufficiently low rates. New
technology will help to cut these rates,
but government regulation and subsidy
may also be required.

*Specifically, the networks planned or proposed
by AT&T, Western Union, the DATRAN Company,
and Microwave Communications, Inc.
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Chapter VIII
The Need for a National Policy

In Chapter VII we studied several policy
options with the aid of a mathematical
entity called a tree. The first decision
taken there was that a National Policy is
in fact needed. Here we seek to justify
that decision by suggesting some proba-
ble results of a lack of policy.

The Canadian telecommunications
carriers are pursuing some of the tech-
nical studies suggested in Chapter VL
Digital transmission by cable and radio,
digital switching machines and fore-
casts of future needs are all being ex-
plored in Canada. However, there are
some gaps, for example in the develop-
ment of packet switching, and more
overall co-ordination is needed.

More seriously, no long-range com-
mitments to build a Trans-Canada Com-
puter Communications Network, of a
scale comparable to the commitments
made in the United States (by the
DATRAN Company, for example), have
been announced by Canadian organi-
zations. Thus, in the absence of govern-
mental initiatives, it seems likely that
Canadian computer communications
facilities will remain in essentially their
present state for some time to come.

In the short term, this will lead to a
drastic loss of effectiveness in the com-
puting community. The health of our
computer service bureaux will be se-
verely impaired* and the public will be
denied the benefits of new and useful
services.

In the long term, US. interests will
provide modern facilities for us, even as
they provide automobiles, academics,
capital, entertainment and school books.
Thus predominantly north-south pat-
terns of computer communications will
become dominant, just as north-south

*The president of one Canadian bureau has said
that there may be substantially no Canadian com-
puter service industry five years hence, if the oper-
ating climate of these companies is not greatly
improved. (Personal communication from Dr. J.
Kates, President, SETAK Ltd.)
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patterns of airline transport became
dominant prior to the creation of Trans-
Canada Airlines.* For example, com-
puter communications between Winni-
peg and Toronto may tend to flow via
Minneapolis and Chicago. This trend
will imply:

a) a continual outflow of funds for
network charges, of a magnitude and
growth rate largely beyond our control;

b) little control by Canadians of pri-
vacy and security standards;

c) little opportunity for Canadian
bodies to even verify that advertised
standards of privacy and security are in
fact being met;

d) the possibility, once trans-Canada
links have been established via the
United States, of supplying cheaper
services direct from U.S. points rather
than “going back up” into Canada.}
Hence a further severe blow to the Ca-
nadian computer service industry;

e) the further possibility that the crea-
tion of source material for services, such
as information banks and computer-as-
sisted learning, would migrate to the
points of supply of these services. Thus
much of the information and many of
the ideas and values which underpin our
society could eventually become largely
alien.

The Science Council, as a group of
concerned and informed Canadians,
considers these trends to be unaccept-
able. They can be avoided if Canadians
generally share this view. To do so,
money and manpower must be allocated
to build Canadian computer communi-
cations facilities. However, such a diver-
sion of resources can properly be re-
garded as a financial investment as well
as a social investment. For, although
public service must be the primary goal
of the Trans-Canada Computer Com-

tAccording to the Financial Posi™, the Cana-
dian life insurance companies have collectively
developed files containing confidential medical and
other personal information about policy applicants.
These files, called the Life Card Library, have been
kept in Canada until recently. Now, however, they
are being moved to the United States in order to
take advantage of lower costs.









tirely digital from the beginning, and
the subnetworks should employ digital
technology to the fullest possible extent.
To this end, the Network Organization
could collaborate with CN/CP Telecom-
munications and the Trans-Canada Tel-
ephone System in activating some of the
surplus capacity of their trans-Canada
microwave systems to create a digital
trunk, providing transmission facilities
for the National Spine. In addition, the
planned installation of T-4 and T-1 dig-
ital links by the Trans-Canada Tele-
phone System could, respectively, pro-
vide alternative and supplementary
sources of supply.

2. In all probability, the network sys-
tem will have to offer both packet-
switching service (to cope with the im-
mense forecast volume of short-message
traffic requiring very fast switching),
and circuit-switching service (to handle
lengthy messages generated by the
transmission of large computer files,
digitized video and so forth). It may
well be possible to provide the circuit-
switching service by upgrading present
circuit-switching  services such as
muLTicoM and Broadband Exchange.
The packet-switching service will re-
quire extensive new facilities, in addi-
tion to facilities shared with the circuit-
switching service.

3. It will be necessary to develop ef-
fective standards for the privacy and
security of data passing through the net-
work system. Moreover, it will be neces-
sary that these standards be both en-
forced and seen by the public to be en-
forced. Reassurance of the public that
the privacy and security of data are not
being violated should be a prime aspect
of the regulatory function for the net-
work system. Regulation should, of
course, be done by Government. How-
ever, as in the past, it should be done,
not by a government department, but by
a semi-judicial body holding public
hearings.

4. Measures should be adopted to pre-
vent the dumping of excess computer
capacity from abroad in Canada.

5. A Design Authority should be des-
ignated for the network system. It
should be given broad responsibility for
systems definition activities, and for the
award and monitoring of contracts cov-
ering feasibility studies, network plan-
ning, specific research and development
tasks, development of prototypes and
subsystem manufacturing. First prefer-
ence for all contract awards should be
given to the Canadian computing, tele-
communications and electronics indus-
tries, in order to encourage the transfer
of technology needed for manufactur-
ing. Second preference should be given
to the universities, and only if both of
these alternatives are absolutely un-
workable should a contract be awarded
to government laboratories or agencies.
In order to attract and retain a group of
technically competent systems special-
ists able to carry out these supervisory
and monitoring functions, the Design
Authority should perform a limited
amount of in-house research and devel-
opment.” However, this research should
be focussed on system problems rather
than “nuts and bolts> development of
specific devices. Moreover, the in-house
component of research and develop-
ment should not be permitted to exceed
10 per cent of the total performed,
whether measured in terms of dollars or
man-hours.

6. We have noted that the success of
the network ultimately depends on its
offering sufficiently low rates. This
places the following responsibility on
Government. If the exploitation of scale
and technology does not yield large
enough cost reductions quickly, Govern-
ment should be prepared to subsidize
the operation of the network for a lim-
ited period of time. Ultimately, the net-
work should be expected to become self-
supporting in the same manner as Air

*The Council holds that highly competent tech-
nical specialists are vital to intelligent systems def-
inition and contract monitoring activities. A certain
amount of in-house research and development is
essential to attract, develop and retain such special-
ists.
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Canada. However, public service must
be the first priority, with eventual prof-
itability as a secondary priority. In the
same vein, Government may have to
provide a large share of the capital in-
vestment needed to develop and build
the network system, or develop suitable
inducements for the supply of private
capital.

Finally, owing to the urgency of the
situation, interim measures to reduce
the prices of existing data transmission
services should be adopted without de-
lay.
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Appendix A

Two Computer Communications
Networks

This Appendix gives a brief technical
description of two networks. They are
the network proposed by Davies and his
colleagues at the British National Physi-
cal Laboratory (NPL), and the U.S. Ad-
vanced Research Projects Agency’s
(ArRpA) Network. They were chosen
from the list of networks in Chapter III
because they embody promising ap-
proaches to future needs, and because
they have actually been built wholly
(ArPA) or partially (NpL), and found to
work well. In addition, these two net-
works, although developed largely inde-
pendently, resemble one another to a
striking degree. In fact, we will see later
that the NPL network consists of two
parts. One part has been built and is
operational in Britain; the other part is
nearly identical with the ARPA network
which is operational in the United
States.

The NPL network is intended to serv-
ice a wide variety of customers’ equip-
ment: typewriter consoles, line printers,
multi-access computers, file storage sys-
tems and so forth. The design of the
network will allow any of these equip-
ments to send information to any other.

Two goals were paramount in the
design of the NPL network. The first was
the need to supply a very wide range of
transmission speeds, ranging from a
few characters per second to a million
or more. The second was the need to
reduce the delay encountered by a mes-
sage (from the time it leaves the sender
until it arrives at the receiver) to much
less than a second. (The switched voice
network may require as much as 10 or
20 seconds to complete a trunk call).
These considerations led Davies and his
co-workers to the following approach.
Since one party to most “conversations’
is a computer which is able to store
data, the basic unit of data is taken to
be a short message called a packet.
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Packets are handled by the technique of
packet switching, as was described in
Chapter IV. That is, each packet carries
a “label” which bears the name of the
intended recipient. A packet is sent
from its originator to a switcher, which
in fact is a specialized computer. The
switcher stores packets in its memory,
and then inspects the labels. Using the
address information, it decides on the
best way to forward each packet and
does so. As was mentioned in Chapter
IV, this process is quite different from
the process used by the telephone net-
work, where a “pair of wires” or the
equivalent is specifically set up for each
conversation and is dedicated to that
conversation.

The NPL network does not use a single
large switcher to switch packets. Rather,
there is a collection of geographically
dispersed small switchers, tied together
by telecommunication lines. Davies calls
these switchers node computers, and the
collection of node computers plus tele-
communications links is called the high-
level network. (See Figure A.1.)

All information processed by the
high-level network is in the form of
packets, which are at most 128 charac-
ters long and have address labels. The
network users, however, do not have to
break their messages into packets - this
is done by machines called interface
computers. An interface computer han-
dles a mixed collection of customers
within a small geographic area. Thus
one might have an interface computer
for a high-rise office building, a small
industrial park or perhaps eventually a
residential neighbourhood. All customer
equipments transmit to the interface
computer one character at a time,
whether they are teletypes, graphic dis-
plays or service complexes. Characters
are collected into packets, labelled and
sent to the high-level network by the
interface computer, which also allows
customer equipments to communicate
directly (local calls), and provides vari-
ous control and acknowledgement sig-
nals which they require.
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An interface computer plus all equip-
ment attached to it is called a local area
network, as shown in Figure A.1.(A na-
tional system would therefore consist of
one high-level network and many local
area networks.) Two types of “custom-
ers” are catered to by the local area
network:

1. Devices such as service complexes,
which possess “intelligence” and can
move data at high rates. These connect
directly to the interface computer.

2. Slow, “stupid” devices, such as
typewriter terminals, which are con-
nected via multiplexers.

For the latter group, short response
time to the interface machine, very sim-
ple out-lying gear on the customer’s
premises (to reduce costs), and the abil-
ity to cope with all data codes and con-
trol procedures are important. These
goals have been largely met by the pro-
posed design. Davies’ NPL group has
built a local area network, including the
interface machine.

To conclude, the design for the NpL
network offers the following features:

1. Control procedures to suit the cus-
tomer’s devices are provided by the net-
work. This minimizes the cost of gear
on the customer’s premises.

2. Bit rates to suit the customers are
provided. The costs vary primarily with
the amount of data (number of mes-
sages) sent. They do not depend
strongly on customer connection time or
distance.

3. Data could be translated automati-
cally if desired, allowing dissimilar
computers and terminals to communi-
cate more easily.

4. Data routing is done automatically.

5. The network can grow gracefully.
For example, the maximum size of mes-
sages can be varied, and the speeds of
nodes and links can be upgraded piece-
meal. (This is due to the store-and-for-
ward or packet-switched mode of de-
sign.)

6. Each local area network must have
only the translation and control facili-
ties needed by its particular set of cus-
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tomers. A new type of customer can be
added relatively easily.

The other network discussed here is
the ARPA network, funded by the Ad-
vanced Research Projects Agency of the
United States Department of Defense.
The ARPA network is a “high-level” net-
work in Davies’ terminology; it links
together service complexes rather than
terminals. At present, it interconnects
some 14 service complexes (computers)
scattered between Massachusetts* and
California.f Machines at the Universi-
ties of Illinois and Utah are also on the
network, and the ILLIAC IV array proces-
sor will be on after it becomes opera-
tional.

The ArRpPA network was designed to
allow resource sharing between the serv-
ice complexes attached to it. The re-
sources to be shared include hardware,
software and data files. Thus, any pro-
gram running on an attached service
complex would be able to freely access
data stored in other service complexes,
and it could also get the other service
complexes to perform computations for
it. This kind of pooling could greatly
improve the utilization of hardware and
software resources, and would also al-
low rapid retrieval, comparison and
merging of data from files scattered
across the United States. Finally, a user
would not have to acquire several dif-
ferent terminals in order to use several
different service complexes - a single
terminal connected to any service com-
plex of the network would suffice.

The arPA team, led by Dr. L.G. Rob-
erts, began work with a modest trial
project. They interconnected two large
time-sharing systems so that each would
act as a user terminal of the other. This
experiment helped to define the major
project goal - a completely new com-
puter communications facility able to

*Computers at Harvard, mit, the mitre Corpora-
tion and Bolt, Beranek and Newman Inc.

fComputers at the Santa Barbara and Los Ange-
les campuses of the University of California, at
Stanford University, Stanford Research Institute
and the Rand Corporation.
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pass short messages quickly, reliably and
cheaply. More specifically, the goals of
the new communications facility were to
include:

1. Reliability greatly in excess of that
provided by the common carriers;

2. An end-to-end delay or connection
time of less than half a second (in con-
trast to the connection times of 5-20
seconds offered by the voice network);

3. Capacity sufficient to serve 20 or so
attached service complexes;

4. Costs sufficiently low to ensure that
the communications costs borne by a
network user would always be less than
25 per cent of his computing costs.

The system which was developed to
meet these rather ambitious specifica-
tions is the ARPA network. Technically, it
is a distributed, over-connected, packet-
switched network, which means that it
uses many physically dispersed small
switchers rather than one large one;
that there are always at least two paths
from any point in the network to any
other point; and that the switching dis-
cipline employed is packet switching
rather than circuit switching (see Chap-
ter VI for definitions of these terms).

The switchers of the ARPA network
are called Interface Message Processors
or iMps. They are actually small comput-
ers, so-called mini-computers, and they
correspond to the node computers of the
NPL network. They are connected by
high-speed (50 kilobits per second) pri-
vate lines leased from AT&T. In addi-
tion, IMPs serve as the attachment points
to connect service complexes to the net-
work, as shown in Figure A.2. Notice that
a given IMP is usually connected to two
or three other mMps, that at least two
possible routes exist between any pair of
mMps (for reliability reasons), and that a
packet may have to pass through several
Mps to reach its destination.

Thus an IMP has several functions to
perform. It accepts messages of variable
lengths from its attached service com-
plex, breaks them up into packets, at-
taches a label bearing the name of the
addressee service complex plus control



information, and forwards the packets
to other mMps for delivery. It accepts
packets from other iMps and checks each
for transmission errors until the
packet is received correctly. If errors are
detected, it asks for retransmission of
the erroneous packet. It then examines
the label. If a packet is addressed to the
local service complex, it stores it in
memory, pending the arrival of the
other packets of the message. When
these are all available it sorts them into

correct order, strips off extraneous in-
formation and delivers the message to
its local service complex. If, on the other
hand, a received packet is not addressed
to the local service complex, it is held
briefly while the iMp determines the best
route and is then forwarded via that
route. Finally, an iMp is able to avoid
lines which are out of service or overly
busy, and it is also able to cope with its
own internal troubles by requesting as-
sistance from neighbouring iMps.

Figurc A.2
Attached Attached
Service Service
Complex Complex
¢ Short Local
Connection
IMP IMP
50-kilobit
leased lines
IMP IMP IMP
Attached Attached Attached
Service Service Service
Complex Complex Complex
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The performance achieved by the
ARPA network is remarkable. Fourteen
service complexes of several different
types are attached to it, and each is able
to send messages to any of the others.
The Mps are able to receive, store, iden-
tify and forward a packet in about one-
third of a millisecond, and each iMP can
handle traffic at a peak rate of about
100 000 characters per second. The error
recovery procedures discussed above
have yielded excellent transmission reli-
ability, and the network is able to sur-
vive at reduced capacity in the face of
severe hardware breakdowns. Finally,
because of the naturally complementary
nature of the local area network at the
U.K. National Physical Laboratory and
the ARPA network, plans are afoot to
connect them via some sort of trans-
Atlantic link.

In summary, the ARPA network is a
very promising medium for intercom-
puter communications. The major un-
solved problem probably lies not in the
network itself, but in the attached serv-
ice complexes. For it is necessary that
each service complex “understand” how
to interpret and respond to messages
delivered to it by the network. In most
cases, this will involve basic research on
the problems of getting computers to
work co-operatively with one another in
an efficient way, followed by extensive
modifications to the machines’ operat-
ing software to implement the new tech-
niques. The difficulty of this problem
should not be under-estimated; in fact it
is probably largely responsible for the
fact that the volume of traffic carried by
the ARPA network is still relatively light.
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Publications of the Science
Council of Canada

Annual Reports

First Annual Report, 7966-67 (SS1-
1967)

Second Annual Report, /967-68 (SS1-
1968)

Third Annual Report, /968-69 (SS1-
1969)

Annual Report, /1969-70(SS1-1970)
Annual Report, 7/970-71 (SS1-1971)

Reports

Report No. 1, A Space Program for Can-
ada (SS22-1967/1, $0.75)

Report No. 2, The Proposal for an In-
tense Neutron Generator: Initial Assess-
ment and Recommendations (SS22-
1967/2, $0.25)

Report No. 3, A Major Program of
Water Resources Research in Canada
(SS22-1968/3, $0.75)

Report No. 4, Towards a National Sci-
ence Policy for Canada (SS22-1968/4,
$0.75)

Report No. 5, University Research and
the Federal Government (SS22-1969/5,
$0.75)

Report No. 6, A Policy for Scientific and
Technical Information Dissemination
(S522-1969/6, $0.75)

Report No. 7, Earth Sciences Serving the
Nation—Recommendations (§8S22-
1970/7, $0.75)

Report No. 8, Seeing the Forest and the
Trees (S522-1970/8, $0.75)

Report No. 9, This Land is Their Land...
(SS22-1970/9, $0.75)

Report No. 10, Canada, Science and the
Oceans (8522-1970/10, $0.75)

Report No. 11, A Canadian STOL Air
Transport System—A Major Program
(SS22-1970/11 $0.75)

Report No. 12, Two Blades of Grass:
The Challenge Facing Agriculture
(8S22-1970/12, $0.75)



Special Studies

The first five of the series were pub-
lished under the auspices of the Science
Secretariat.

Special Study No. I, Upper Atmosphere
and Space Programs in Canada, by J.H.
Chapman, P.A. Forsyth, P.A. Lapp,
G.N. Patterson (SS21-1/1, $2.50)
Special Study No. 2, Physics in Canada:
Survey and Outlook, by a Study Group
of the Canadian Association of Physi-
cists headed by D.C. Rose (SS21-1/2,
$2.50)

Special Study No. 3, Psychology in Can-
ada, by M.H. Appley and Jean Rick-
wood, Canadian Psychological Associa-
tion (SS21-1/3, $2.50)

Special Study No. 4, The Proposal for an
Intense Neutron Generator: Scientific
and Economic Evaluation, by a Commit-
tee of the Science Council of Canada
(SS21-1/4, $2.00)

Special Study No. 5, Water Resources
Research in Canada, by J.P. Bruce and
D.E.L. Maasland (SS21-1/5, $2.50)
Special Study No. 6, Background Studies
in Science Policy: Projections of R & D
Manpower and Expenditure, by R.W.
Jackson, D.W. Henderson and B. Leung
(SS21-1/6, $1.25)

Special Study No. 7, The Role of the
Federal Government in Support of Re-
search in Canadian Universities, by
John B. Macdonald, L.P. Dugal, J.S.
Dupré, J.B. Marshall, J.G. Parr, E.
Sirluck, E. Vogt (SS21-1/7, $3.00)
Special Study No. 8, Scientific and Tech-
nical Information in Canada, Part I, by
J.P.I. Tyas (S521-1/8, $1.00)

Part 11, Chapter 1, Government Depart-
ments and Agencies (SS21-1/8-2-1,
$1.75)

Part I1, Chapter 2, Industry (SS21-1/8-
2-2,81.25)

Part II, Chapter 3, Universities (SS21-
1/8-2-3,81.75)

Part 11, Chapter 4, International Organi-
zations and Foreign Countries (SS21-
1/8-2-4, $1.00)

Part 11, Chapter 5, Techniques and
Sources (SS21-1/8-2-5, $1.25)

Part II, Chapter 6, Libraries (SS21-1/8-
2-6,$1.00)

Part 11, Chapter 7, Economics (SS21-
1/8-2-7, $1.00)

Special Study No. 9, Chemistry and
Chemical Engineering: A Survey of Re-
search and Development in Canada, by a
Study Group of the Chemical Institute
of Canada (SS21-1/9, $2.50)

Special Study No. 10, Agricultural Sci-
ence in Canada, by B.N. Smallman, D.A.
Chant, D.M. Connor, J.C. Gilson, A.E.
Hannah, D.N. Huntley, E. Mercier, M.
Shaw (SS21-1/10, $2.00)

Special Study No. 11, Background to
Invention, by Andrew H. Wilson (SS21-
1/11, $1.50)

Special Study No. 12, Aeronautics —
Highway to the Future, by J.J. Green
(SS21-1/12, $2.50)

Special Study No. 13, Earth Sciences
Serving the Nation, by Roger A. Blais,
Charles H. Smith, J.E. Blanchard, J.T.
Cawley, D.R. Derry, Y.O. Fortier,
G.G.L. Henderson, J.R. Mackay, J.S.
Scott, H.O. Seigel, R.B. Toombs, H.D.B.
Wilson (SS21-1/13, $4.50)

Special Study No. 14, Forest Resources
Research in Canada, by J. Harry G.
Smith and G. Lessard (SS21-1/14,
$3.50)

Special Study No. 15, Scientific Activ-
ities in Fisheries and Wildlife Re-
sources, by D.H. Pimlott, C.J. Kerswill
and J.R. Bider (S8S21-1/15, $3.50)
Special Study No. 16, Ad Mare: Canada
Looks to the Sea, by R.W. Stewart and
L.M. Dickie (SS21-1/16, $2.50)

Special Study No. 17, A Survey of Cana-
dian Activity in Transportation R & D,
by C.B. Lewis (SS21-1/17, $0.75)
Special Study No. 18, From Formalin to
Fortran: Basic Biology in Canada, by
P.A. Larkin and W.J.D. Stephen (SS21-
1/18, $2.50)

Special Study No. 19, Research Councils
in the Provinces: A Canadian Resource,
by Andrew H. Wilson (SS21-1/19,
$1.50)

Special Study No. 20, Prospects for Sci-
entists and Engineers in Canada, by
Frank Kelly (SS21-1/20, $1.00)
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